Quantum technology has made great strides in recent years.While quantum
computers offer many benefits, we are far from seeing them implemented on
a mass scale. Here we review the basic building blocks of quantum information
processing, identify the advantages of quantum physics over classical physics,
explain how quantum communication protocols work and identify the
challenges we need to overcome to realize a quantum computer.
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I

BM’s Rolf Landauer has said that all information is physical. This phrase encapsulates
a line of thinking that has led to some remarkable changes in recent years in the way
we view communications, computing and cryptography. Through the use of quantum
physics, several objectives once thought impossible have now been achieved. Quantum communications links are impossible to eavesdrop, for example. Already, the early versions of
quantum computers can turn algorithms, euphemistically described as “difficult” for a Pentium computer to perform, into “easy” calculations.
The details of what constitutes “difficult” and “easy” are the subjects of mathematical complexity theory, but the following example serves to illustrate the potential impact on our lives
of quantum information processing. The security of many forms of encryption is predicated
on the difficulty of factoring large numbers. On a computer designed according to the laws of
classical physics, finding the factors of a 1024-digit number would take a period of time
longer than the lifetime of our universe. A quantum computer could find the answer in the
blink of an eye. On the condition, of course, that we can build a quantum computer… that is
the challenge! Yet it’s well worth the chase, because as we shall see, a quantum computer with
a modest-size register could outperform any classical machine.
Quantum information processing offers a qualitatively different way in which to think
about manipulating information. Moore’s law states that the number of transistors per chip
increases exponentially with time, as shown in Fig. 1. The implication is that there will be
about one electron per transistor by the year 2016. This lone electron will be confined to a region so small that it will act as a quantum mechanical particle, not as a charged billiard ball,
as in classical physics. For this reason we are fortunate that quantum physics has become
more important in the design of classical computers and has also offered up an entirely new
field, quantum computing.
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Figure 1. Quantum consequences of Moore’s law: by 2015, a transistor in a
computer will have only a single electron confined to such a small volume that
it will behave quantum mechanically.
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Figure 2. Entanglement provides a resource that allows higher resolution in
an optical system at a given wavelength. Quantum lithography exploits this resource to generate finer patterns on a two-photon absorbing photoresist than
can be obtained from illuminating the same material with classical light.
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Figure 3. Completely secure communication between two parties (the
proverbial Alice and Bob) is possible using single photons or entangled photon
pairs. An eavesdropper can neither replicate nor measure the transmitted
photon without modifying the information encoded in it in a way that is detectable by the sender and receiver.
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What features of quantum physics make it different from classical
physics for the purposes of information processing? The essential
characteristic is entanglement. This is the name given to the correlation between different quantum systems, a correlation that is
stronger than any that is possible in classical physics. To understand entanglement, one needs to understand another important
feature of quantum mechanics: interference.
In quantum mechanics, a system’s state is specified by its wave
function  (x)=  x  . The square of this entity represents the
probability density function that you would find the system located at x if you measured its position. Quantum interference
arises when the state of the system is described by a superposition
of two wave functions  (x)+(x). The probability density for
finding the system at position x is then not simply the sum of the
probability distributions  (x) 2 and (x) 2, as it would be for a
system obeying the laws of classical physics, but is modulated by
an interference term that may exclude the system completely from
being at particular locations. The notion that something heavy,
like a neutron, could, when passed through a pair of slits, fail to
appear at certain places where it would be allowed if one of the
slits were closed contains, in Feynman’s words,“the only mystery”
of quantum physics.1
Quantum systems, like classical systems, may be correlated.
A correlation between two systems is simply the statement that if
a measurement of one system yields the result A, then a measurement of the second system will yield with some probability the result B. Perfect correlation occurs when the second result is certain.
So the state  (x1,x 2)= (X–x1–x 2) of two particles, 1 and 2, is perfectly position-correlated, because if a measurement of the position of the first system gives the result x1= Y, then one may infer
with certainty that the position of the second system is x 2= X–Y.
If the wave function can be written as the product of two wave
functions of the subsystems, then the system is said to be in an
uncorrelated state. The state  (x1,x 2)= (X–x1)(Y–x 2) is uncorrelated since the result of the measurement of the position of either system is independent of the result of the measurement of
the other system.
Let’s say that there is a second state of the pair of systems
(x1,x 2). Then the superposition state  (x1,x 2)+  (x1,x 2) is entangled if it gives correlated results of measurements of the positions
of the two systems. Interestingly, to give some degree of correlation to the system as a whole, it is not necessary that either of the
states  (x1,x 2) or  (x1,x 2) be correlated themselves.
More generally, entanglement is the superposition of states of
two or more quantum systems that yield correlated outcomes of
measurements. The strong correlations possessed by entangled
state are important in several quantum technologies.

How can this potential be harnessed? The key is to be able to
count the number of particles in the system. We can illustrate this
point by considering the problem of quantum-enhanced phase
measurement. Let’s say one wishes to determine the phase shift
induced on a beam by a specific optical element. One way to do
this is to put the element into one arm of an interferometer and
illuminate the interferometer input. A measurement of the difference photocurrent of two detectors looking at the output ports of
the interferometer will exhibit a sinusoidal fringe pattern as the
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Figure 4. (a) Polarization-entangled photon pairs can be generated by parametric downconversion. In this process, a strong pump beam on a nonlinear medium
spontaneously generates pairs of photons (the signal and the idler) at roughly half the frequency of the pump wave.These photon pairs are emitted into “cones”
in the forward direction. (b) In Type-II phase matching, the cones intersect at two points. In these directions, photons have indeterminate polarization, although
the polarization of each photon is highly correlated with its sibling: they are polarization-entangled pairs. (Institut für Experimentalphysik, Universität Wien.)

phase is changed. A particular phase can be measured by comparing the difference photocurrent to the known maximum and
minimum photocurrents. The accuracy of this phase measurement will be determined by the photocurrent fluctuations. If the
input light is classical, the fluctuations will be at the shot-noise
limit. That is, if the input radiation has a mean photon number
—
N, the accuracy of the phase measurement will be /=1/√N .
The accuracy can be improved if nonclassical light is used to illuminate the interferometer. Consider the case in which exactly
one photon is put into each of the input ports a and b of the interferometer. The state of the system at the input can be denoted
1a 1b. When these photons are incident on the beam splitter,
they can be scattered into either output port. But because they
are bosons, they prefer to stick together, and they both exit from
the same output, either up or down, with equal probability. After
the beam splitter, the system is therefore in an entangled state,
–
1/√2 (0a 2b+ 2a 0b). If the phase shifter is in the a-arm of the
interferometer, then just before the second beam splitter, the state
–
is 1/√2 (0a 2b +e i 22a 0b ), and after the beam splitter it is
–
–
–
(1/√2 (1+e i2)1a 1b–i/2√2 (1–e i2)0a 2b+i/2√2 (1–e i2)2a 0b).
The rate of coincidence photon counts from the detectors is
proportional to the square of the probability amplitude that there
is simultaneously a photon in output port a and one in port b.
The coefficient of this state in the output gives for the count rate
Rc()=1/2(1+cos2). At this point it is easy to show that the phase
–
accuracy is /=1/2, an improvement of √2 over what could be
obtained classically using the same average input power. This
concept can be extended to input states containing N/2 photons
per port, with a resulting increase in accuracy to /=1/N. This
is called the Heisenberg limit of measurement, and is the tightest
known quantum limit on interferometry accuracy.2 Attaining this
limit, however, requires detectors that can discriminate between
N and N+1 photons, or N-fold coincidence detection. Both are
technically difficult, and the Heisenberg limit has only been
reached in experiments with small numbers of photons.3
Because frequency measurement is akin to phase measurement, the same idea can be applied to enhance the accuracy of

atomic clocks.4 It has proven possible to make a clock based on
entangled trapped ions, where up to five particles can be measured together. This promises to make clocks with small numbers
of atoms or ions more accurate.
Accuracy enhancement by use of entanglement was described
in a recent paper on quantum lithography,5 in which a pattern
can be written with the precision of a fraction of a wavelength: if
there are N photons of wavelength  input to the apparatus, then
one can write features with size /N. The setup for such a scheme
is shown in Fig. 2. Again, only two photons are put into the interferometer. After the beam splitter, the two beams are directed at
an angle onto a nonlinear photoresist that can absorb two photons with high probability but single photons with low probability. The spatial distribution of the absorption in this photoresist,
which will yield a pattern when etched, is P(x)=1/2(1+cos4x/).
In a classical system, the best that can be achieved with such a
photoresist is P(x)=1/4(1+2cos2x/+cos4x/). The modulation depth of the resist is greater than that of classical lithography,
and the feature size is thus twice as fine as that which can be
achieved in a classical system. Of course, one might always use a
linear photoresist, simply halve the wavelength of the illumination, and do just as well. But it is clear that this approach will not
scale to higher order, because there are technical difficulties in
handling very short wavelengths in precision imaging optics.
Whether further improvements in resolution can be made with
enhanced photoresists remains to be seen, but this area of research points the way to a potentially important technology.

Quantum cryptography
The strong correlations inherent in an entangled state can also be
used in cryptography, the business of sending messages from one
place to another in secret, coded so that they cannot be read by
anyone who might be listening in on the communication. A very
secure way of doing this is to use a form of encryption called a
“one-time pad,” shown in Fig. 3. In this scheme, both sender and
receiver have the same random string of bits, consisting of “0”s
and “1”s. This random string of bits is called the key.
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Figure 5. An application of entangled photons in quantum communications. Alice distributes
one half of an entangled pair of photons to Bob and keeps one herself. She can use this to “teleport” the unknown state f of her own photon to Bob.To do this, Alice first combines her entangled photon with the unknown one and makes a measurement of the pair.The result of this
measurement is one of four outcomes, represented by two bits of data. She communicates the
result of the measurement to Bob via a classical channel (blue lines). Bob can then appropriately
manipulate his photon to prepare it in the same state as the input photon f. This set of acts
completely erases any information in the input photon, so the no-cloning theorem is not violated. The number of bits of information Alice must communicate to Bob over the classical
channels is dramatically fewer than what would be needed for a complete specification of the
state of her original particle.

When the sender (the eponymous Alice) wishes to communicate with the receiver (Bob) she encodes her message as a binary
string, and adds the key modulo 2. This yields a bit string—the cipher text—which she then sends over a public channel to Bob. He
adds his key to the cipher text modulo 2 and recovers the plain
text of Alice’s message. The eavesdropper (Eve) cannot recover the
message unless she possesses the same key as Alice and Bob. Of
course, the key can only be used once, otherwise Eve could intercept two messages and determine the key. So the problem is how
to get Bob the key without Eve also getting it. Although entangled
pairs of photons can help in establishing a secure communications link,6 it is useful to consider the earliest protocol that uses
single photons. This protocol illustrates two other critical features
of quantum mechanics: the properties of detectors and the impossibility of making exact copies of quantum systems.

The “no-cloning” property
In the communications scheme proposed by Bennett and Brassard,7 the so-called BB84 protocol, quantum mechanics helps in
two ways. First, there is a minimum level of noise in any photodetector. An avalanche photodiode, for example, can “see” one photon or more. But it gives no signal without at least one photon being present (notwithstanding inevitable technical noise which, in
this case, gives a small dark background count). Thus, if the key is
sent from Alice to Bob, encoded in individual photons one bit at a
time, and if Eve removes one of these photons to examine it, Bob
will not receive it. It will not form part of the key. Of course, Eve is
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Figure 6. Comparison of processor registers of classical bits
and qubits.The former can represent one of 2N numbers.The
latter can represent arbitrary superpositions of all 2N at once.
The manipulation of this superposition accounts for all the
dramatically increased computational power of the quantum
information processor.

very clever. She picks off a photon, duplicates it, retains one copy
and sends the other to Bob. Now both of them have the key. Here
the second feature of quantum physics comes into play—the socalled “no cloning” property.8 This means that you cannot make
an exact copy of a single quantum system unless you know its
state beforehand. Thus, Eve would need to know how the information was coded into the photon before she tried to duplicate it,
in which case she would have no need to do so. Quantum mechanics catches her in the paradox that in order to learn the secret
key she must already know it.
There are several ways to generate secret keys in this way, and
all of them use the idea that there is no information encoded in a
quantum system unless it is read out. In the BB84 cryptography
protocol, Alice establishes the key by choosing at random
whether to code “0”s and “1”s into her photon by giving it 0˚ or
45˚ linear polarization (logical “0”) or 90˚ or –45˚ linear polarization (logical “1”). Bob then measures the photon received from
Alice by randomly selecting the orientation of his polarizing
beam splitter at 0˚ or 45˚ and then recording out of which port the
photon comes. Bob and Alice then can establish the key by communicating in public about their choice of polarizer angles, keeping secret the actual results of the measurement. When they both
choose the same angles, they can establish in perfect secrecy bits
of the key known only to them. They can, moreover, check that
Eve has not tapped the line by checking certain sections of the key
with each other. If they find that their checked sections are not
correlated, they know that Eve has manipulated the photons and
they can discard the link.
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This is one of the most advanced areas of quantum information science.9 Functioning cryptographic links have already been
established in several locations around the world: a free space version in Los Alamos,10 a fiber version under Lake Geneva,11 commercial telecommunications fiber in the U.K.,12 as well as in many
laboratories. A detailed review of this area, including a discussion
of the experimental aspects, has recently been published in this
magazine.13
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Quantum communications
Another branch of quantum communications involves the knotty problem of sending someone (Bob again) a quantum system in
an unknown state. Since the sender (Alice) has only a single copy
of the system, she cannot determine its state and then send a design specification to Bob using the usual channels (the BBC interplanetary service, FedEx, etc.) For this reason, she uses entanglement. Alice and Bob arrange to share an entangled pair of ancillary systems, perhaps photons, as in Fig. 4. Alice first compares
her unknown system with her component of the ancilla. If her
system can be in any superposition of two states, and her ancilla
has the same property, her comparison will yield at most one of
2 x 2= 4 outcomes. In doing this she naturally alters her system so
much that no record of its original state remains.
She tells Bob, via a broadcast channel for example, the result of
her comparison. Bob is then able to manipulate his component of
the ancilla in a specific way, without even looking at it. This turns
his system into a replica of Alice’s original unknown system. Since
Alice has no way to get any information about her original system
except from Bob, this procedure does not violate the no-cloning
theorem. This protocol, invoking an image of the transporter
technology in Star Trek, is called quantum teleportation.14 It is illustrated schematically for photons in Fig. 5. A number of groups
around the world have reported experimental demonstrations of
teleportation.15
Why does Alice not just send her quantum system to Bob? Assuming she could use the special Speed O’Light FedEx service,
Bob would end up with the input photon as before without having to dabble in quantum magic. In a sense, it’s only a question
of money. By sharing the entangled systems prior to when they
are needed, Alice does not have to worry about whether there is
a traffic jam on the highway and FedEx cannot get through.
It is exactly this reasoning that makes quantum dense coding
a possible way to send more information more cheaply.16 In this
protocol, Alice again sends Bob one of her entangled systems,
and again keeps the other half. When Bob is ready to send a
message to Alice, he manipulates his system and sends it back to
her. Alice now compares the two parts of the entangled system
and gets one of four results from her comparison. This yields
the two bits of information that have effectively been communicated by Bob to Alice, even though he sent her only one particle.
Of course, he had to have received the particle from Alice over
the same channel beforehand, so although it may be one particle, it requires two uses of the channel. But one of these can be
done at a time when the cost of that channel is small, so Bob’s
total cost of sending two bits of information is lower than if he
had to send them both at the peak rate of the communications
link.17
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Figure 7. A quantum computer is a network of controlled interactions (the
logic gates) between two qubits (green boxes), such as the Q-CNOT gate, and
manipulations of individual qubits (red boxes).The sequential action of a number of two-qubit interactions generates entangled states in the register.
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Table 1. Logical state truth table for the quantum CNOT gate.
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Quantum computation
A major goal of quantum technology research is the realization of
a quantum computer, a general-purpose information-processing
machine with the ability to run quantum algorithms. Quantum
algorithms are recipes for performing tasks that make use of
quantum hardware in such a way that there are advantages of
scale or speed over what can be achieved by known algorithms using classical computing machinery. The best known of these algorithms are for searching a database18 and for finding the prime
factors of a large number.19 These problems are considered hard
ones for classical computers to solve because the time taken to
obtain the answer scales exponentially with the “size” of the input
information (say, the number of records in the database or the
number of digits in the prime number being factored). Running
quantum algorithms on quantum computers would make it possible to get to the answer in a time that scaled only polynomially
with the input size.
The algorithms work by harnessing the entanglement between
the quantum systems in the register. The standard model of a
quantum computer consists of the register, which is acted on by
the processor, and read out to reveal the result of the computation.20 In a regular classical computer, the register consists of logical bits that can be strung together to represent a binary number.
What sort of data is stored in a register of N bits in a classical
computer? At a minimum, each logical bit of the register is encoded in one physical particle. If the particle can be in one of two
states, (say, spin up or spin down) and represent a logical “0” or
“1,” then the register of a classical computer contains a single
N-bit string that represents in binary one of 2 N numbers.
In a quantum computer, the register consists of a set of
“qubits”—quantum bits—whose logical states are represented by
particular physical states of the system. Because these are quantum rather than classical states, we’ll denote them as “0” and
“1”. Now, each of these qubits can be in a superposition state
–
1/√2 (“0” +“1”), and therefore the register of our quantum
computer can be in a superposition state of all 2N binary numbers
that can be encoded in N qubits at once, as shown in Fig. 6. Of
course, a measurement of the register will collapse it into only
one of these states, but the power of a quantum processor arises
because all of the 2 N numbers can be manipulated together,
rather than individually, as would happen in a classical machine.
It is this parallelism of manipulation that gives quantum computing its awesome potential. Because the action of the processor
will inevitably generate superpositions of correlated states between different bits of the register, information processing in a
quantum computer necessarily involves entanglement—on the
condition of course that you want it to do more than is possible
with a classical computer.
How does the processor engender entanglement? The network
model of a quantum computer uses a sequence of quantum
“gates” to couple two particles together. This notion is illustrated
schematically in Fig. 7. From this two-qubit gate operation, and a
small set of one-particle operations that are used to generate superpositions of the state of each particle individually, one can
build up a “universal” computer, one that can be programmed to
execute any quantum algorithm.
The basic element of quantum logic is the quantum CNOT
gate.21 The truth table for this gate is the same as that of a classical
CNOT gate for reversible computation, and is shown in Table 1.
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The two input bits, labeled the control and target bits, interact in
such a way that the state of the target bit is changed from logical
“0” to logical “1,” or vice versa, if the state of the control bit is logical “1.” It turns out that this gate can generate entanglement between the target and control qubits. When the input state of the
–
control and target is the uncorrelated state 1/√2 (“0”
+“1”
) “0” t , then the output state is the entangled state
– c
1/√2 (“0”c “1” t +“1”c “1” t ). Imagine this gate applied many
times to pairs of qubits in the register as the algorithm is executed,
and it is clear that the register is very likely to be in a highly entangled state at some point in the calculation.
The sort of interactions that can be used to make a quantum
CNOT gate are many and varied (see partial list, sidebar on facing
page). But all share the feature that the interaction of one qubit
with another depends on the state of the qubits. For example, if
an atom in an optical lattice trap is brought close to a second
atom in an adjacent well of the lattice, then the energy levels of
the valence electrons in each of the atoms are shifted because of
the fluctuations of the dipole moment of the other atom. The
shifts are greater for higher levels. Thus, an electron in an excited
state picks up phase more slowly than one in the ground state.
This conditional phase shift (i.e., the amount of phase which depends on the state of the control electron) forms the basis of the
conditional state change performed by a quantum CNOT gate.
The atoms must be controlled very carefully, however. It turns
out that the fidelity of gate operation must be about one part in a
thousand or better before a quantum computer is realistic. This is
but one of the hurdles to harnessing quantum weirdness.22

Quantum delicacy
Quantum interference is fragile. It is very difficult to maintain superposition states of many particles in which each particle is
physically separated from all the others. Entanglement also is delicate. The reason for this is that all systems, quantum or classical,
are not isolated. They interact with everything around them: local
fluctuating electromagnetic fields, the presence of impurity ions,
coupling to unobserved degrees of freedom of the system containing the qubit and so forth. These fluctuations destroy quantum interference. A simple analogy is the interference of optical
waves in Young’s double-slit experiment. In that apparatus, waves
from two spatially separated portions of a beam are brought together. If the two parts of the beam have the same phase, then the
fringe pattern remains stable. But if the phase of one part of the
beam is drifting with respect to the other, then the fringe pattern
will be washed out. And the more slits you have in the screen, the
lower the visibility for the same amount of phase randomization
per pair of slits.
It might appear that the situation is hopeless: worse than trying to balance several pencils on their tips on the deck of a ship in
a storm. But, amazingly, quantum mechanics provides a way to
solve this problem, through even higher levels of entanglement.
In classical information processing, inevitable environmental
noise is dealt with by error correction. In its simplest form, this
involves repeating the message transmission or calculation until a
majority result is obtained. But there are more efficient ways: use
of a parity check on a block of bits, for example. It turns out that
a similar notion can be applied to a quantum register.23 There is,
however, one difficulty: you are not allowed to measure the register, because then you would destroy the superposition state

QUANTUM INFORMATION SCIENCE

Platforms for quantum computers
The essence of a qubit is the availability of a two-state quantum system, together with a way to manipulate the qubit and to measure its state.What this means is that one must be able to generate arbitrary superpositions of the qubit’s two states and have the
qubit interact strongly with at least one other qubit in the register. A reliable readout method is necessary.The qubit should also
have some immunity to environmental disturbances.The challenge is to find qubits with strong coupling to each other and to the
readout device, but weak coupling to everything else.

Physical System

Qubit States

One-Qubit Gate

Two-Qubit Gate

Decoherence Mechanism

Atoms/Lattices

Electron energy

Optical

Controlled collisions

Collisions/ Spontaneous emission

Ions

Electron energy

Optical

Vibrations

Trap fields

Doped solids

Impurity nuclei spin

Magnetic

Electric/Spin

Local fields

Quantum dots

Electron energy

Optical

Coulomb

Local fields

Quantum dots

Spin

Magnetic (ESR)

Spin-spin interaction

Off-resonant Raman spin-flip/
Spin-orbit coupling

Superconductors

Trapped flux

External
magnetic flux

Inductive coupling

Local flux or current fluctuations

Superconductors

Charge

RF

Inductive or
capacitive coupling

Local charge or
voltage fluctuations

Atoms/CQED
(Cavity Quantum
Electrodynamics)

Electron energy/
Presence or
absence of photon

Optical/
Millimeter wave

Cavity-enhanced
atom-atom coupling

Spontaneous emission/
Photon scattering

Photons

Polarization

Linear dielectrics

Photodetection

Coupling to other degrees of freedom
or scattering to other modes

Table 2. A number of candidate systems exist across many different areas of physics.The most promising are shown here.

encoded in it. So how do we determine what might be wrong with
the register qubits without looking at them? Simple. Entangle
them with an ancillary register, and measure the ancilla! Because
the two registers are correlated, the results of the measurement of
the ancilla will tell you how to fix the errors in the processing register, without destroying any coherent superpositions in the processing register itself.
Another way to prevent your register coherence falling apart is
to know a little about the sort of noise that is acting upon it.24 If
the noise has some very slow components (or some with very
long wavelengths), then it is sometimes possible to find certain
combinations of qubit states for which the noise on one qubit exactly cancels the noise on another. These qubit states live in a “decoherence free subspace,” or DFS.25 If you can use only computational states that lie in this DFS, then your computer will be immune to environmental perturbations.
It is the possibility of combining these tools to combat noise
that leads researchers to believe that a quantum computer can be
built even though decoherence lurks around every corner.

The quantum future?
Quantum information science offers a qualitatively different way
to look at information processing. It brings not only the promise
of a new technology, but also new insights into quantum physics

itself. And it requires interdisciplinary thinking of the broadest
and deepest kind: from computer science, information theory,
atomic physics and optics to many-body chemistry and solidstate physics and engineering. We have only been able to touch
the surface of the immense amount of work in this area, and the
interested reader is referred to a number of books and review articles for further information.26
Several viable technologies have already sprung from this well.
Quantum cryptography is on the verge of being a commercial
venture. Quantum-enhanced metrology will have important applications in fields in which precision is critical. But all of these
will make use of a small number of particles, with consequently
limited amounts of entanglement. The goal of a true quantum
computer with 1000-qubit registers is still a long way off. Nevertheless, the payoff for making such a machine is substantial, and
the new scientific insight and spin-off technologies along the way
make it a worthwhile endeavor.
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