
By Forrest M. Mims III 

Surreptitious interception 
of conversations 

with lasers 
(More than a spy novel technology) 

Methods are described for surreptitiously inter
cepting conversations by reflecting a low-power 
laser beam from a window pane. The essential 
components and optical configurations of laser 

eavesdropping systems are discussed. Finally, both 
countermeasures and legal sanctions are addressed. 

A conversation inside a closed 
room can sometimes be in
tercepted by il luminating a 

window with the beam from a laser 
or other collimated light source. 
The window, which wil l vibrate in 
response to the acoustical waves 
generated by voices, w i l l then 
function as the diaphragm of an op
tical microphone. A suitable light
wave receiver placed in the beam 
reflected from the window can de
tect the conversat ion super im
posed on the reflected beam. 

Since about 1970, laser eaves
dropping has been the subject of 
rumors and occasional reports in 
the popu lar press. One rumor 
claimed that the K G B attempted to 
use a laser on the roof of the De
partment of Commerce building to 

FORREST M I M S has written 52 books 
and several hundred articles. He is 
a contributing editor for Modern 
Electronics and Creative Comput
ing. 

intercept conversations inside the 
Oval Office at the Whi te House. 

A more credible source reported 
that the C IA had developed " a la
ser beam which could be aimed at a 
closed window from outside and 
used to pick up the vibrations of 
the sound waves caused by the 
conversation inside. 

"Th is system was successfully 
tested in the field—in West Afr ica 
—but it never seemed to function 
properly elsewhere, except in the 
United States," according to the 
source. 1 

In 1976, perhaps inspired by re
ports such as these, laser eaves
dropping was mentioned in a study 
of state-of-the-art electronic sur
veillance methods prepared by the 
Na t iona l W i r e t a p Commiss ion . 
The report concluded that "the la
ser is not a cost-effective device 
and no evidence or verification of 
the existence of a laser eavesdrop
p ing system was f o u n d . " 2 The 
commission was unaware that a 

newspaper had retained my ser
vices to deve lop two di f ferent 
kinds of functional laser eavesdrop
ping systems, one of which used 
components that cost a few hun
dred dollars (see sidebar). 3 

Recent revelations about major 
spy scandals, the widespread use of 
reflective films on the windows of 
office buildings, and the develop
ment of low-cost, continuously op
erating semiconductor laser diodes 
have created renewed interest in 
laser eavesdropping. 

Though laser eavesdropping is a 
specialized interception technol
ogy that can be difficult to imple
ment in the field, the apparatus re
quired for a rudimentary system is 
surprisingly simple and inexpen
sive. Moreover, many of the range 
equations and design principles in
corporated in the design of free-
space l ightwave communicat ion 
systems can be applied directly to 
the design of laser eavesdropping 
systems.4 
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Suitable illuminators 

In tests of several kinds of laser 
eavesdropping apparatus, I have 
intercepted conversations taking 
place inside automobiles, a tele
phone booth, a mobile home, and a 
residence. The maximum detec
tion range for these tests, which 
was limited by the available space 
and not the apparatus, was 63 m. 
For these experiments, which were 
conducted with the help of volun
teers or a radio tuned to a talk 
show, I have used two kinds of la
sers and reflected sunlight. 

Sunlight provides a very low-
noise source and permits conve
nient operation during daylight. 
However, the rotation of the earth 
severely limits the use of sunlight 
in a practical system. 

The helium-neon laser provides 
a highly col l imated source that 
works well in a laser eavesdropping 
role, and I have used both 0.8 and 
3.0 m W models with good results. 
The beam from both these lasers is 
a highly visible red (632.8 nm) 
which is very conspicuous at night. 
However, the red beam is consid
erably less noticeable during day
light. 

The beam from helium-neon la
sers is intensity modulated by both 
low- and high-frequency noise that 
reduces the effectiveness of these 
lasers in an eavesdropping role. 
For example, the beam from He-
Ne lasers powered by line current 
includes some 60-Hz noise. Fur
thermore, the power output may 
fluctuate in response to various 
phenomena that take place within 
the laser discharge tube. These can 
include thermal effects on the me
chanical dimensions of the cavity, 
variations in the properties of the 
gain medium, microphonics, and 
modal competition. A . D. Whi te, 
co-inventor with J. D. Rigden of 
the red He-Ne laser, has discussed 
various factors influencing He-Ne 
laser power fluctuations in a recent 
paper. 5 

Certain kinds of commercial ly 

Adventures of a high-tech spy 
In 1975, an editor at The National Enquirer called to assign me an 

update article on laser technology. Dur ing our conversation, the 
editor asked if I was aware of recent press reports about laser eaves
dropping. When I replied that a laser eavesdropping system could be 
easily assembled from components in my electronics lab, the editor 
promptly forgot about the laser article and engaged me in an earnest 
discussion about bui lding such an apparatus to demonstrate for The 
National Enquirer. 

His ultimate objective was for me to take the apparatus to the 
Bahamas and attempt to intercept the conversations of Howard 
Hughes at the Xanadu Princess Hotel . 

There ensued a six-month period during which I devised the laser 
eavesdropping systems described in the accompanying article. 
Throughout this period I remained concerned about the legality of 
the project. The Enquirer editor assured me that the apparatus was 
entirely legal. Furthermore, he claimed that it might help uncover 
questionable dealings having major importance. 

After initial tests verified the principle, I became concerned that 
the federal government should be made aware of laser eavesdropping 
technology. I then proposed that the Howard Hughes project be 
exchanged for a demonstration in Washington, D.C. One of the 
Enquirer's editors said it might be possible to obtain the cooperation 
of Sen. Barry Goldwater. 

Later I flew to the Enquirer's headquarters in Lantana, Fla., to 
demonstrate the apparatus. For these tests I used both a red H e N e 
laser (Hughes Aircraft 3 1 9 3 H ; 3 mW) and an 850-nm laser diode 
(Laser Diode Labs L C W - 1 0 ; 5 mW). Both positional and coherent 
modulation techniques were employed. 

However, the hurricane-proof window glass in the Enquirer's mod
ern offices was much too thick to vibrate in response to sound. There
fore, I reflected the laser beams against the glass panels atop office 
dividers with moderate success. I also used, with excellent results, a 
passive bug. 

Whi le I was in Florida, the Enquirer's editors expressed much more 
interest in Howard Hughes than in my proposed Washington dem
onstration. Indeed, they fully intended for me to fly to the Bahamas. 
Fortunately, Hughes unknowingly intervened when he flew to Aca¬
pulco, 

Two weeks later, an Enquirer editor called to ask if I would go to 
Acapulco in an effort to intercept Hughes's conversations. I refused. 
Earl ier I refused to give the Enquirer the infrared-laser eavesdrop
ping system so they could "verify the quotes of famous people." A 
few days later Hughes died en route to Houston. 

Whi le writ ing Siliconnections, a memoir of some of my experiences 
as a high-tech electronics writer and inventor (McGraw-Hi l l , 1985), I 
remembered the aborted Washington demonstration. 

Laser eavesdropping can now be implemented with readily avail
able components, and I have prepared a report on the subject for the 
Senate Select Committee on Intelligence and several federal agen
cies. The accompanying article is based in part on that unpublished 
report. — F M M 
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available semiconductor laser di
odes are particularly well suited as 
illumination sources for laser 
eavesdropping. These lasers oper
ate continuously at room tempera
ture, they can be powered by bat
teries, and their relatively broad 
beam can be collimated with a sim
ple lens system. Moreover, they 
can be easily modulated to permit 
the use of noise-reduction schemes 
such as heterodyning. Until several 
years ago, outside the laboratory 
most such lasers emitted beams 

having a single wavelength or a 
closely-spaced cluster of wave
lengths in the 850- to 905-nm band 
in the near-infrared. 

The commercial development of 
video and audio disk recording me
dia has stimulated considerable re
search into methods to reduce the 
wavelength—hence the focused 
spot size—of laser diodes to more 
effectively read and write optically 
encoded information. 

Laser diodes that emit a visible 
red beam having a wavelength of 

780 nm are now available for as lit
tle as $26 in single quantities (e.g., 
Sharp LT020MC and LT022MC). 
Such lasers are produced in enor
mous quantities (hundreds of thou
sands per month) for use in low-
cost compact disk (CD) players. 
Laser diodes that emit at a wave
length of 750 nm and sell for $95 
each have recently become avail
able (Sharp LT030MD). 

The coherence properties of the 
beam emitted by an inexpensive 
AlGaAs laser emitting in a single 
longitudinal mode can be surpris
ingly good. For example, the co
herence length in meters of a typi
cal such laser approximates the 
device's output power in milli
watts.6 This far exceeds the coher
ence length of a typical He-Ne la
ser (usually a few tens of centi
meters). 

Because of their high internal 
gain and coherence length, single-
mode laser diodes are often very 
sensitive to optical feedback from 
nearby optical components. Such 
feedback can cause substantial 
fluctuations in the power of the 
beam. Assuming no external opti
cal feedback, the signal-to-noise ra
tio of typical AlGaAs laser diodes 
biased by direct current is 90 dB or 
better. Devices whose reflecting 
facets have been coated to increase 
their reflectance produce more 
highly monochromatic beams than 
uncoated lasers. The resultant re
duction in mode competition can 
give signal-to-noise ratio levels of 
110 dB or more.7 

I have recently used near-visible 
(780 nm), 3-milliwatt laser diodes 
identical to those used in compact 
disk players as coherent sources for 
near-infrared free-space communi
cators, illuminators, and optical fi
ber sensing systems. These laser 
sources are inexpensive, battery 
powered, consume less power than 
a two-cell penlight, and emit a very 
narrow beam when coupled to a 
small lens. One of the laser illumi
nators, including batteries, mea
sures only 8 X 9 X 2 cm. 

Laser eavesdropping and the law 
Federal and state statutes regulate the manufacture, sale, posses

sion, and advertising of devices whose primary purpose is the unau
thorized interception of wire or oral communications. Severe penal
ties are prescribed for those who violate these laws. 

The federal statute is given in Title 18, Chapter 119, of the U.S. 
Code. This statute prohibits the manufacture, assembly, possession, 
sale, and transport across state lines of oral interception devices. 

Also prohibited is the advertisement of such devices in publications 
sent through the mail or across state lines. Persons who willfully 
violate this statute may be fined up to $10,000 and imprisoned up to 
five years. 

The statute specifically excludes from these prohibitions "an offi
cer, agent, or employee of, a person under contract with the United 
States, a state or a political subdivision thereof" in the normal course 
of activities of these governmental bodies. 

Also excluded is the interception of wire or oral communication 
where the interceptor "is a party to the communication or where one 
of the parties to the communication has given prior consent to such 
interception...." Since interception devices are prohibited by the 
same law. this exclusion poses a curious contradiction. Perhaps its 
presence is why devices intended for electronic eavesdropping are 
readily available by mail order and from some electronics stores. 
Many magazines carry advertisements for such devices. 

Concern about the widespread availability of eavesdropping de
vices has spawned the emergence of an electronic eavesdropping 
countermeasures industry. Countermeasure devices, however, are 
often very expensive, and some have limited success. For instance, 
one automated telephone analyzer system designed to find "any tap 
or telephone compromise" costs $68,000 yet is unable to detect a $ 1 
induction coil tap. 

As for laser eavesdropping, government officials I have contacted 
agree that there are much easier ways to intercept conversations. Of 
course this premise doesn't apply when the site of the conversation is 
inaccessible. Perhaps this is why various agencies of the federal gov
ernment have engaged in the research and development of laser 
eavesdropping devices for more than 15 years.—FMM 
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A photodiode installed in the la
ser package monitors the power 
emitted by the rear facet and sup
plies a feedback signal to a closed-
loop current regulator that causes 
the laser to emit a fixed output 
power that is independent of tem
perature variations. The construc
tion details for these devices are 
given elsewhere. 8 

In a fiber-sensing role, these la
sers permit slight movements of an 
optical f iber to be detected by 
monitoring changes in the speckle 
pattern at the opposite end of the 
fiber with a photodiode. Replacing 
the fiber with a miniature graded-
index rod lens provides a well-col l i¬
mated illuminator. Since a 780-nm 
beam from a laser diode is visible 
when viewed on-axis, an eaves
dropping system designed around 
such a laser can be aligned without 
the use of the infrared image con
verter which is often required to 
align an infrared laser system. 

Suitable receivers 

The receiver for a straightfor
ward posit ional-modulated laser 
eavesdropping system can be as 
simple as a light-sensitive photode¬
tector connected to the input of an 
audio amplifier. Suitable photode¬
tectors include phototransistors 
and P-I-N photodiodes. For best 
results, the ampli f ier should be 
equipped with tunable filters that 
reduce the amplitude of unwanted 
noise signals. A complete receiver 
can be smaller than a pocket calcu
lator. The design of systems that 
employ he te rodyn ing or other 
noise reduction means is necessar
ily more complex. 

The optical collection means em
ployed by the receiver is of par
ticular importance. The beam re
flected from a window can have a 
complex structure. This is particu
larly true when interference occurs 
between the superimposed beams 
reflected from the front and back 
surfaces of the window. 

For best results, the detector's 

Off-axis alignment of laser eavesdropping system configured for 
detection of positionally modulated return beam. 

On-axis alignment of laser eavesdropping system configured as a Fabry-
Perot interferometer for coherent detection (fringe movement). 

Structured pattern of collimated beam from near-infrared cw laser diode 
(850 nm) used in laser eavesdropping experiments. The reflected beam is 
a complex interference pattern. 
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The receiver and one of the lasers assembled by Mims for The National 
Enquirer. 

active area should be placed near 
the edge of a bright spot in the re
turning beam. If collection optics 
are used, the receiving aperture 
should be placed in the edge of a 
bright spot. An interesting collec
tion method with which I have ex
perimented is to arrange the indi
vidual fibers in a ribbon of optical 
fibers so that they follow the pe
rimeter of a bright spot. The oppo
site end of the fiber ribbon is cou
pled to a detector. 

Optical configurations 
There are two principal optical 

configurations for a laser eaves
dropping system: off-axis and on-
axis. In an off-axis system, the i l lu
minator and receiver can be placed 
close together or separated. Audio-
induced vibrations of the target 
window wi l l positionally modulate 
the reflected beam or cause the di
vergence of the reflected beam to 
expand and contract. Therefore, 
the receiver detects variations in 
the amplitude of the return beam. 
This method is easier to align than 
the on-axis method. 

The on-axis method provides a 
coherent detection scheme having 
exceptional sensitivity. In opera

tion, the laser is placed so that its 
beam is perfectly perpendicular to 
the surface of the target window. A 
F a b r y - P e r o t i n t e r f e rome te r is 
formed by means of a partially re
flective mirror placed in the beam 
and parallel to the target window. 
A beam splitter reflects to the pho¬
todiode of a receiver the interfer
ence pattern formed by the merg
ing of the emitted and reflected 
beam. 

A displacement of the target 
window of half a wavelength of the 
il lumination light causes the center 
spot of the interference pattern to 
change from dark to light (or vice 
versa). Though the coherent, on-
axis scheme provides phenomenal 
sensitivity, it is very diff icult to 
align. Nevertheless, one might en
vision the use of this configuration 
between, for instance, two office 
buildings. 

Unless the eavesdropping sys
tem is used from inside a nearby 
building or van, aligning either of 
these systems in the field without 
drawing attention can be difficult. 
A continuous infrared laser beam, 
for example, can best be detected 
by an image conversion system— 
hardly an inconspicuous device 
when employed in a public place. 

A clever designer might incorpo
rate in a laser illuminator a tone 
modulation capability. The laser 
beam would be modulated by the 
tone during alignment. In this fash
ion , the inv is ib le re turn beam 
could be detected by the receiver 
system rather than an image con
verter. After the system is aligned, 
the tone modulation would be dis
continued and the beam would re
sume continuous operation. 

It is important to real ize that 
both the laser and the receiver 
could be readily assembled into a 
surveyor's electronic distance mea
suring equipment or a television 
camera. Other camouflaged instal
lations are also possible that might 
permit a laser eavesdropping sys
tem to be aligned in public without 
drawing attention. 
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Suitable targets 

A glass or plastic windowpane 
can serve as the target for a laser 
interception system. The front and 
back surface of the window wi l l 
each reflect about 4% of a light 
beam. Depending upon the angle 
of inc idence, the two ref lected 
beams wil l either be superimposed 
into a single reflected beam or be
come two separate beams. Both re
flected beams wil l be modulated 
by vibrations of the window. If 
double glazing is present, only the 
return from the inside pane wi l l be 
modulated. Therefore, it is neces
sary to ignore the return(s) from 
the outside pane. Windows coated 
with reflective films are particu
larly vulnerable to laser eavesdrop
ping. Thick glazing, however, can 
negate this advantage. 

Though published reports about 
laser eavesdropping refer to win
dows, other reflective surfaces can 
also function as targets. Examples 
include clock faces, picture frame 
glass, and office decorations. 

It is important to realize that co
operative optical targets capable of 
being voice modulated can be se
creted inside a room and then mon
itored from outside the room by 
means of a laser. Cooperative tar
gets use no electronic components 
and are entirely passive. They can 
be fashioned from common materi
als like plastic, aluminum foil, alu¬
minized Mylar, and so forth. For 
e x a m p l e , a l u m i n i z e d M y l a r 
s t re tched t ight ly over a short 
length of rigid tubing a few centi
meters in diameter works wel l in 
this role. 

A special class of cooperative op
tical target is the audibly resonant 
hollow retroreflector. This device 
has the ability to return an imping
ing beam of light directly to its 
source, regardless of the angle of 
incidence, thereby greatly sim
plifying the optical alignment of a 
laser eavesdropping system. 

The audio quality of voice inter
cepted by means of a laser beam 

reflected from a windowpane is de
termined by many variables. The 
dimensions of the pane and the 
acoustical properties of the room 
can cause the voice to sound muf
fled or tinny. If the noise level of 
the laser exceeds the signal of the 
modulated, returning beam, the 
voice wi l l be difficult to compre
hend. For example, it has been 
shown experimental ly that 90% 
word comprehension requires a 
s ignal - to-no ise rat io of 12 dB 
(16:1). 9 When signal equals noise 
(snr = 0 dB), 50% comprehension 
is possible. Comprehension falls to 
25% at a signal-to-noise ratio of 
- 6 d B (1:4). 

The atmosphere through which 
the laser beam passes can contrib
ute significant noise. Thermal vari
ations in the atmosphere can cause 
fluctuations in the beam path that 
produce audible thumping sounds 
from the receiver. Turbulence and 
thermal effects contributed by air 
conditioners and exhaust fans can 
also hamper beam quality. Precipi
tation and particulate matter in the 
atmosphere can cause popcorn
like noise. The wings of insects fly
ing through the beam wil l modu
late the received beam with brief 
audible-frequency chirps or bursts. 

The quality of the surface of the 
target can greatly affect the nature 
of the reflected beam. For exam
ple, dust and other matter on a 
windowpane can attenuate and dis
perse the reflected beam. Water 
droplets and snow can render the 
system temporarily ineffective. 

Al igning a laser interception sys
tem for demonstration or test pur
poses is relatively straightforward. 
However, aligning such a system 
while under cover in the field can 
be very difficult. It is particularly 
important that the laser be in 
stalled in a fixed position. 

Countermeasures 
Laser eavesdropping can be pre

cluded by shuttering, painting, or 
otherwise blocking the reflective 

surface of a window. Alternatively, 
the window can be fitted with glaz
ing too thick to be modulated by 
ord inary conversat ions, or the 
panes can be ti lted so they wil l re
flect an impinging beam into a se-

The I E E E cosponsors the 
annual Carnahan Conference 
on S e c u r i t y T e c h n o l o g y . 
Conference proceedings can 
be ordered from the I E E E 
Serv ice Cen te r (445 Hoes 
L a n e , P i s c a t a w a y , N . J . 
08854). 

Many books have been 
published on the general sub
ject of security. A typical in
troductory text is The Com
plete Guide to Security by 
Martin Clifford (Howard W. 
Sams & C o . , Indianapol is, 
1982). 

The text of federal and 
state statutes that regulate 
the manufacture, use, and 
possession of electronic sur
v e i l l a n c e d e v i c e s can be 
found in libraries. The federal 
statute is publ ished in the 
United States Code (Title 18, 
Chapter 1 1 9 ) . — F M M 

Further reading 
For a full account of The 

National Enquirer's plan to 
use a laser to eavesdrop on 
Howard Hughes, see Silicon¬
nections (Forrest M . Minis III, 
McGraw-H i l l , 1985). 

An excellent review of the 
industry that has evolved to 
counter the theft of wire and 
o ra l c o m m u n i c a t i o n s is 
"Thwart ing the Information 
T h i e v e s , " (John H o r g a n , 
IEEE Spectrum, July 1985, 
30-41). 

Securi ty matters are the 
topic of Security Management, 
a monthly publication of the 
American Society for Indus
trial Security (Arlington, Va.). 
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cure area (perhaps the ground 
nearby). As another alternative, a 
piezoelectric or electromechanical 
audible noise source can be at
tached to or placed near the pane 
to superimpose a masking noise 
on to a r e f l e c t e d b e a m . T h i s 
method, however, can possibly be 
defeated by heterodyning tech
niques. It is important to realize 
that rendering a window secure 
from laser eavesdropping does not 
necessarily eliminate the threat, 
because resonant surfaces inside 
the room might provide better tar
gets than the window itself. 

Detecting the presence of a laser 
interception system is not a trivial 
problem, particularly if the beam is 
totally invisible. The problem is 
made more difficult by the very 
narrow dimensions of a laser beam. 
For example, a laser interception 
system 300 feet away from a win
dow may emit a beam that is only a 
few centimeters in diameter at the 
target window pane. 

There are several methods for 
detecting the presence of such a 
beam. If the beam is modulated, as 
may be the case during initial align
ment or when heterodyning is em
ployed, it can be detected by a 
photodiode connected to an ampli
f ier and an osci l loscope. If the 
beam is unmodulated, it can be de
tected by two photodetectors con
nected to the opposing inputs of a 
differential amplifier. 

The beam can also be detected 
visually by means of an infrared im
age converter equ ipped wi th a 
suitable bandpass filter, since the 
laser wi l l appear much brighter 
than any natural or artificial back
ground source. A variation of this 
method is to equip the image con
ver ter w i th a hand- or motor-
driven near-infrared blocking filter 
that is alternatively placed in and 
out of the field of view of the con¬
v e r t e r ' s t u b e . W h e n v i e w e d 
through the modif ied converter, 
the beam from the laser wi l l flash 
or blink when the filter is moved in 
and out of position. 

This method can also be imple
mented with an infrared-sensitive 
television camera connected to a 
computer programmed to detect a 
pulsating source in the camera's 
field of view. 

Conclusion 
The surreptitious interception of 

conversations by means of a laser 
beam reflected from a resonant tar
get can be implemented with a rel
atively straightforward apparatus. 
The technique can be difficult to 
implement in the field, and the 
quality of the intercepted commu
nications is generally poor. 

Nevertheless, laser interception 
should be cons idered a v iable 
means for collecting intelligence, 
and persons having reason to dis
cuss sensitive or classified matters 
in rooms vulnerable to laser eaves
dropping should be aware that the 
technology exists. 
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